S13 – SECURITY DRILL & EXERCISE SCENARIO

	S13
	Security Drill & Exercise Scenario

	These tables are guidelines to the different types of security drills/exercises in order to assist in successful training and contingency planning.  This form can be updated as experience and training is developed.

	Drill Type :        Anti-Piracy Measures



	Drill Content & Brief Details:

1. GENERAL PRECAUTIONS TAKEN:

· 24hr visual watch, particularly astern with UHF contact with OOW.

· Emergency signals specified (sound, light).

· Good lighting arranged on deck and over-side (ensure safe navigation).

· Water hoses rigged as per rigging plan, pump running all the time.

· Secure location appointed inside accommodation.  –TBA - 
· At anchor: Hawse pipe locked. 

            PSYCHOLOGICAL ATTACK TRAINED: all crew comes out from accommodation making strong
            noise with metals (pipes, steel sheets, etc).

2. PIRATES DETECTED:

· General alarm sound

· Manoeuvring with speed and course to avoid close approaching

· Switch on additional Lighting, use Searchlights to dazzle the pirates

· Ensure deck water running on pre-rigged hoses, Use additional hoses.

· Alert shore station and other ships in vicinity.

3. RAIDERS HAVE BOARDED:

· The bridge remain manned

· All other personnel should retreat to the pre-arranged secure location.

· Report situation by radio to shore authorities.

· Request urgent and immediate assistance if available.

· Do not take unnecessary risk. The raiders will probably be armed and will not hesitate in injuring or taking a crewmembers life.

· If caught and help take place, then cooperate to the best of your ability.

· Do not put your own or other lives at risk but safeguard ship as possible.

4. AFTER AN ATTACK:

· Make an immediate report to shore authorities even attack was unsuccessful.

· After initial report make a full report to Company as per Ship Security Plan Section 6.

Scenario can vary using above information




	S13
	Security Drill & Exercise Scenario

	These tables are guidelines to the different types of security drills/exercises in order to assist in successful training and contingency planning.  This form can be updated as experience and training is developed.

	Drill Type:  Terrorism



	Drill Content & Brief Details:
      The problems of ship hijacking and terrorism at sea are relatively rare, but we can see that terrorists can
       use any ways to attract people’s attention and try to make them afraid. Terrorists can and will usually 

       strike with the minimum of warning or no warning at all. They also become more professional, have
       undergone military style training well organised and disciplined.  

When Hijackers have Boarded:

· Act as calm and normal as possible and advice other to stay calm. DO NOT put up resistance or return any abuse or aggression.

· Offer reasonable cooperation.

· If possible transmit a security alert using the Ship Security Alert System. 

· Try and set up a reasonable relationship with the hijackers. This will help to reduce the chances of the terrorists acting violently towards the crew.

· Be aware that the incident may be prolonged and last a number of days before anything are resolved.

· Be aware that they can likely be a confrontation at some point between terrorists and the authorities.

Military assistance:

              If negotiation between terrorists and relevant authorities fail, there is likely to be some form of
              military intervention to recapture the vessel. 
              It is essential that all personnel are aware to behave in the following manner:
· DO NOT react surprised to any newcomer that is seen on board.

· DO NOT attract attention to any unusual activity seen.

· On hearing command “Stand Still” immediately stop and stay motionless otherwise there is a danger of being shot.

· On hearing shooting or on the command “Get Down” immediately lie face down on the deck, cover the ears, close eyes and slightly open the mouth. Stay in the position until the “All Clear” is given.

· Obey all instructions given by the military force.

· If in a position to do so, inform members of the security force as to the whereabouts of the hijackers, hostages, any explosive devices or weapons.

· DO NOT shelter or hide terrorists.

· DO NOT take photographs of the operation. 
After the Assault:

       The military and the authorities will advice the Master as to how proceed. The Company will be in close
        liaison with the authorities and will also offer advice.

       There will be substantial Media interest. However the Master, officers and crew must not talk to the press
        on their own about the attack. No information is to be given out unless express permission has been
        granted by the Company and/or government involved.

Scenario can vary using above information




	S13
	Security Drill & Exercise Scenario

	These tables are guidelines to the different types of security drills/exercises in order to assist in successful training and contingency planning.  This form can be updated as experience and training is developed.


	Drill Type:  Sabotage Checklist

	Drill Content & Brief Details:

Sabotage means deliberate damage to productive capacity.

Usually that is a political act, but with harm to working efficiency and / or damage to ship’s property. In some causes sabotage can comes close to terrorism.

Therefore Sabotage can be internal or external. 

 Internal sabotage:

       Conscious actions by crew leading to reduce / stop productive activity. It can be:

· Refuse to work in certain days/hours

· Coming on working place, but not working

· Refuse to follow Master / Officers orders

This causes should be thoroughly investigated, taking into account:

· Safety of people and / or ship

· Personal Contract and Collective agreement details

· National / cultural circumstances

· Behaviour of persons involved: both Officers and rating  

Sometimes reason is very simple, such as misunderstanding, language problems, etc and can be easily solved on board. But if the problem persist Company should informed immediately and the Master should strictly follow Company recommendations. If there is danger to health, lives and / or property Authorities should be also informed.

External Sabotage:
Intentional action by shore / other ship personal such as:

· Delays of ship activity in port such as refusing to do any job which required for normal ship operations. It may be only kind of racket by shore representatives in some countries. But sometimes can be strike of port workers which can lead to big delay.

If problem can be solved on ship without any harm to Ship, Company, Cargo, Charterers that should be done, and if the cause is significant Company interests then Company should be informed.

· Intentional acting by shore staff leading to damages. 

In that cause Company should be informed immediately. That cause is difficult to prove. Witnesses should write their reports, and photograph taken, when it is possible.

· Damages to ship construction / machinery with the use of explosive materials.

That cause can be considered as terrorism and Authorities / Company should be informed immediately. (See Ship Security Plan Section 8).  


        In any cause of Sabotage Company (Authorities when required) should be informed with maximum possible details. Photographs to be taken and original evidence to be recorded where / when possible. 

        In any cause of Sabotage behaviour of Master / Crew should be cold and friendly to avoid aggressive actions by sabotages.

        When sabotage increasing to bomb threat / terrorism level the appropriate contingency plans to be followed.

Scenario can vary using above information




	S13
	Security Drill & Exercise Scenario

	These tables are guidelines to the different types of security drills/exercises in order to assist in successful training and contingency planning.  This form can be updated as experience and training is developed.

	Drill Type:  Search for Unauthorised Personnel



	Drill Content & Brief Details:

           To perform search of unauthorised personnel Stowaway / Contraband Check List to be used.

           All crew organized in groups to cover all areas / compartments to be checked.

           All groups start searching at same time keeping all routes (which can be used by unauthorised personnel for shifting from one place to other) under control.

           After each group complete appointed area search team leader report to Master.

           All groups remain alert till last group reported to avoid shifting unauthorised personnel moving from one area to other.           

           When search completed, team leaders sign checklist and deck log entry to be made.

             Detailed Stowaway / Contraband Checklist with groups and searching areas attached to Ship Security Plan, Appendix 3.

              Action upon discovering stowaways:

     If unauthorised persons found trying to board or in the port of embarkation – have them expelled back ashore.

      If stowaway is discovered once the ship sails then following to be undertaken:

· If more than one is discovered then they are to be separated

· Take them to secure area and strip-search by SSO and crewmember as witness

· Documents and possessions to placed into the Master’s safe. List of above to be made and signed by the Master, SSO and witness 

· Stowaways are to be given the use of washing/toilet and than give their closes back. If bad closes – give alternative.

· A photograph (full face) is to be taken

· Details to be obtained from stowaway (as per SSP Section 5.4)

· Company to be notified ASAP with above information

· Stowaways must be kept secure, locked and independently. No any treated in a humanitarian, food and water to make available to them.

· Stowaways must not be made for work.

· Company will advise future actions.

Scenario can vary using above information




	S13
	Security Drill & Exercise Scenario

	These tables are guidelines to the different types of security drills/exercises in order to assist in successful training and contingency planning.  This form can be updated as experience and training is developed.

	Drill Type:  Bomb Threat & Search



	Drill Content & Brief Details:

IN CAUSE BOMB THREAT / SEARCH OCCURS FOLLOW SSP Section 8. 

       IF BOMB THREAT DONE BY TELEPHONE – FOLLOW SSP Appendix 4 Checklist.

       IF BOMB THREAT RECEIVED BY LETTER – the letter to be treated with care, handle as little as possible, placed into clean envelop and kept in secure place.

ACTION IN THE EVENT OF A BOMB THREAT:

· Sound general alarm and have all crew mustered and briefed

· Advice Company and local authorities. At sea broadcast PAN-PAN message

· Organise a thorough search using checklist in Appendix 3 of the Ship Security Plan. 

· Search for items of any description which is not usually in that location

· Note that it may be dangerous to use radio communication when bomb search

· Close all watertight doors and compartments

· Co-operate fully with any shore or military authorities

ACTION ON DISCOVERING A BOMB OR SUSPICIOUS PACKAGE:

· DO NOT TOUCH OR MOVE PACKAGE.

· Advice local security authorities and alert Company

· If possible, place soft cushion material (~mattresses) around and close to object

· Such material must not touch the package

· Do not use steel plate or similar materials

· Do not attempt to cover the package

· Evacuate the area & make consideration to evacuate the ship if deemed appropriate

· Rig fire hoses as appropriate

· Consideration to be given to OPEN doors and vents in the vicinity (to vent the force of the blast outward)

· If blast does occur then the immediate and surrounding areas should no be disturbed (for investigation) Unless to treat or evacuate casualties and fire-fighting

· Co-operate fully and obey all instructions by trained bomb disposal experts

· Leave any removal or disarming to the military/bomb disposal experts

· Stand down from emergency stations when the device has been made safe and removed and only when the all-clear has been given.

Scenario can vary using above information



	S13
	Security Drill & Exercise Scenario

	These tables are guidelines to the different types of security drills/exercises in order to assist in successful training and contingency planning.  This form can be updated as experience and training is developed.


	Drill Type:  Contraband Search

	Drill Content & Brief Details:

         To perform search of contraband -  Stowaway / Contraband Check List to be used.  (SAF-21)
         THERE ARE DIFFERENT ITEMS FOR SMUGGLING (DRUGS, GOLD, WEAPONS, VALUABLES, ETC) BUT DRUGS SMUGGLING IS THE MOST SERIOUS CRIME.

METHODS OF SMUGGLING:

· By visitors bringing on board and leaving a package

· Concealing in ship’s stores

· As part of the crew’s personal effects

· By contract personnel (any contractors, even security)

· Concealing cargo within the ship’s machinery spaces or hull

CONTRABAND SEARCHING:

· Oil drums and other liquid containers: these may be dummy or double bottom

· Containers in stores such as rice bins, sacks of vegetables etc

· Places unlikely to be searched due to respect (e.g. Master cabin); awkwardness (e.g. shaft tunnels, mast tops); or danger (e.g. behind electrical spaces)

· In or near the funnel where fumes may disguise the smell of cannabis (drug)

· Places where access is restricted to only a few authorised personnel

· Inside vent pipes, shafts and cable ducts

· False pallets, containers     
IF CONTRABAND ARE DISCOVERED (DRUGS AS EXAMPLE):

· Inform Company (to obtain advice), Customs authorities asap, if at sea the authorities in next port to be advised  before entering territorial waters

· If package containing (or suspecting of containing) drugs is discovered, get another person to witness the position and type of package.

· If possible take a photograph 

· Handle as little as possible 

· Remove the goods to a safe place under lock and key and guard

· Made entry into the Log Book with as much details as possible

· If one package is found, an additional search to be carried out for more packages (possible in similar places)

· Look for any suspicious behaviour from any person on board (advice Company and Customs authorities of the fact)

· A full report on the discovery is to be made giving all relevant details

· Co-operate with Customs Authorities to investigate the cause / any additional search of the vessel

PERSONAL SAFETY WHEN HANDLING SUSPECTED DRUGS:

· Do not open or pierce unrecognised suspicious packages

· Do not feel, handle or touch the substance Without Skin protection and Face mask

· Do not taste the substance

· Do not attempt to smell the substance

· Do not smoke near the substance or expose it to heat

· Always was hands and brush clothing free from any contamination as soon as possible

Scenario can vary using above information




	S13
	Security Drill & Exercise Scenario

	These tables are guidelines to the different types of security drills/exercises in order to assist in successful training and contingency planning.  This form can be updated as experience and training is developed.

	Drill Type:  Access Training (including bag & personnel search)



	Drill Content & Brief Details:

           ACCESS TO THE SHIP MUST BE LIMITED TO THE ONE POINT ONLY (WHENEVER POSSIBLE)

REMEMBER: RANDOM CHECK OF BAGGAGE SHOULD BE DONE EVEN IF LEVEL 1

      MAIN IMPORTANT ARE THE GANGWAY WATCH

· A good visible gangway watch must be maintained at all the times

· Watchman is to be equipped with touch, whistle, and be in radio contact with officer on watch

· ALL VISITORS must be asked to show identification, nature of their business, and whom they wish to visit

· On verification report to OOW to be done, visitor asked to sign Gangway/Visitor log, and escorted to destination

· If visitor cannot show identification, or watchman in doubt – the person is not to be allowed to pass gangway and OOW immediately informed

· If OOW in doubt he must call SSO / Master and they will call PFSO to clear the situation

· A PASS system to be maintained on board the ship. 

· In case of suspicion, any person carrying on board or leaving with any baggage ARE to asked to open them for examination

· When security Level 2&3 body search as well as their belongings may be required. That is a delicate matter.

· Asking for search person should be politely

· Search must be done in an appropriate manner with minimum embarrassment

· If person refused to be searched then he is to be refused permission to board and the Master, Terminal, PFSO and/or Customs/Authorities advised with details of the person identity.

· FORMS S7 AND S8 ARE TO BE USED TO IDENTIFY WHEN SEARCH ARE TO BE CONDUCTED OF PERSONS AND BAGGAGE INCLUDING THE FREQUENCY  EXPRESSED AS A PERCENTAGE OF SUCH SEARCHES

          SECURITY ROUNDS TO BE CARRIED OUT TO PREVENT ANY UNAUTHORISED  ACCESS, CRAFTS, HANDLING ANY GOODS CAN BE PERFORMED

Scenario can vary using above information


	S13
	Security Drill & Exercise Scenario

	These tables are guidelines to the different types of security drills/exercises in order to assist in successful training and contingency planning.  This form can be updated as experience and training is developed.

	Drill Type: Vessel Evacuation

	Drill Content & Brief Details:

       THE MAIN IDEA IS TO AVOID PANIC AND PROPER ACCOUNTING OF ALL PERSONNEL EVACUATED. GOOD ORGANIZATION OF ANY KIND OF EVACUATION AND KNOWING ALL EVACUATION ROUTS BY ALL CREW IS THE TARGET OF THIS DRILL.

         In certain circumstances may be prudent to evacuate the vessel.

         Evacuation may require partial (i.e. Non-essential personal) or full evacuation

         such evacuation must be done at controlled manner similar to abandon ship with a proper method of accounting of personnel.

          Evacuation may take place via shore (ship or shore gangway) or via lifeboat / any craft depending on circumstances.

          Guidance / recommendation given by the terminal or other shore authorities must be followed.

           Instructions must be clear to avoid confusion

           When evacuation to shore, carrying out mustering on board could lead to unnecessary delays. In this cause accounting of personnel must be taken ashore. The visitors book must be taken for checking non-ship personnel.

            If evacuation carried out through few points (urgent cause), crew ashore should gather near their officers or any other leaders and ask shore personnel (who evacuated with them) to record their rank/names in order to avoid miss of any evacuated persons. Officers/team leaders should record all persons and report to master / shore authorities for accounting all personnel evacuated from ship.

           In any cause care must be taken to ensure that all staff are accounted for.

           Evacuation procedures should be promulgated by SSO to all crew

          Evacuation procedures to be complied with Ship Security Plan, appendix 5.

EXAMPLES OF EVACUATION:

· Using ship gangway ashore (on jetty)

· Using seaside gangway (by boat [lifeboat, supply boat, life raft, tug, etc)

· Evacuation in life boat from the embarkation deck

· Using shore gangway (to terminal)

· Using Cranes, Mooring ropes, Jacob Ladders, Life Lines (Urgently evacuation)

· Using all methods above (Top Urgent)

· Evacuation at sea (almost same as abandon ship)

Scenario can vary using above information



	S13
	Security Drill & Exercise Scenario

	This table is to be completed on board for each of the different types of security drills/exercises in order to assist in successful training and contingency planning.  Describe briefly the content of the drill and actions/measures expected to be taken during the exercise.   This form can be updated as experience and training is developed.



	Drill Type: Other (please specify)

         NO OTHER DRILLS SPECIFIED AT THE MOMENT



	Drill Content & Brief Details:
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